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Doc lap - Tw do - Hanh phue

S6: 126/CV-BKAVI7 Ha Néi, ngay 30 thang 05 nim 2017
Viv: Canh bdo ma doc moi EternalRocks
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Bkav la don v} lam viéc trong linh vuc vé an ninh mang tai Viét Nam.

Chuyén.

M4y npay qua xuat hién ma doc méi EternalRocks khai thac céc 15 héng dich vu SMB
dé phat tan trén cac thiét bi Windows. Ma doc nay khong nhim muc dich téng tién
nhu WannaCry (trong canh bao trudc ctia Bkav) ma am tham ndm ving, c6 thé duoc

st dung dé thuc hién cac cudc tin cong co chu dich APT.

Sau khi lay nhiém vao mdy tinh, dé tranh bi phat hién, EternalRocks tai vé trinh duyét
an danh Tor, sau do ding trinh duyét nay két ndi voi may chu didu khién (C&C
server). Dong thdi, ma doc cling "an minh" 24 gio sau mai két ndi 16i may chu didu
khién va tai vé céc cong cu khai thac 15 héng SMB. Tiép dén, EternalRocks quét trén
mang, tim ra cac mdy tinh c6 16 héng SMB va tu 1y nhiém sang.

V6i 52% may tinh tai Viét Nam, tirc 1a khoang 4 triéu may chua duge vé cic 16 hong
SMB - cic 16 hong dang bi WannaCry va EternalRocks khai thac dé tén cong, nguy

co mat an ninh la rat 16n.

Tham khao thém théng tin:

Mai doc mdi EternalRocks ¢ thé 1ay rong hon WannaCry, nguy co tin cong APT

Bkav xin khuyén cdo don vi tai cong cu quét, kiem tra 16 hong tai

Bkav.com.vn/Tool/CheckWanCry.exe va cap nhét ban va theo huéng dan.

Dé phong ngira nguy co ma doc tin cong, nén sao luu dir li¢u thuong xuyén, cip nhat
ban va cho hé diéu hanh. Chi m¢ cac file vin ban nhan tir Internet trong moi truong
cach ly Safe Run va cai phan mém diét virus thudng truc trén may tinh dé dugce bao

vé tu dong.
Trong truong hop can sy tro gitp, xin lién hé:
B phén an ninh mang — Cong ty C6 phan Bkav
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Xin tran trong cam on./.
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