
BO THONG TIN VA TRUYEN THONG 
cue AN TOAN THONG TIN 
S6:y/il^^CATTT-VNCERT 

V/v ra quel, xir ly, boc ga ma doc chien 
dich tan cong mang co chu dich 

Kfnh gui: 
- Cac don vi chuyen trach ve CNTT, ATTT cua Van phong 
Trung uang Dang, cac Ban cua Dang, Van phong Chu tich nuoc, 
Van phong Quoc hoi, Van phong Chinh phu; 
- Cac dan vi chuyen trach ve CNTT, ATTT cac Bo, nganh; 
- Cac don vi thupc Bp Thong tin va Truyen thong; 
- Cac Sa thong tin va Truyen thong; 
- Cac Tong cong ty, Tap doan Kinh te, cac To chirc Tai chinh, 

Ngan hang; 
- Cac Doanh nghiep ha tang Internet, Vien thong, Dien lire. 

Hang khong, Giao thong Van tai; 
- Thanh vien mang luai ung cuu sir co Quoc gia. 

Can cu Chi thi 14/CT-TTg cita Thu tudng Chinh phu ve "nang cao nang 
lu'c phong, chong phan mem doc hai", Quyet dinh so 05/2017/QD-TTg cua Thii 
tu'ong Chinh phu va Thong tu so 20/2017/TT-BTTTT cua Bp trudng Bp Thong 
tin va Truyen thong quy dinh dieu phoi, ung cuu su co an toan thong tin mang 
tren toan quoc. 

Thuc hien cong tac theo doi va giam sat tren khong gian mang Viet Nam, 
Cue An toan thong tin da phat hien va ghi nhan chien dich tan cong mang co to 
chuc va CO chu dich (APT) voi may chu dieu khien dat ben ngoai lanh tho da 
phat tan ma doc quy mo Idn nham vac cac he thong thong tin cua cac co quan 
Chinh phu va chu quan he thong thong tin ha tang quan trpng quoc gia tai Viet 
Nam. Hien nay Cue An loan thong tin da xac dinh dupe hon 400,000 dia chi IP 
bi lay nhiem voi hon 16 bien the ciia ma dpc trong chien dich nay. 

Cue An toan thong tin de nghi cac co quan, to chuc, doanh nghiep thuc 
hien gap cac bien phap cu the nhu sau: 

1. Huong dan ngudi su dung, khach hang tai cong cu ra quet, diet cac ma 
dpc cua chien dich APT theo dudng dan: 
http://remove-apt.vnpt.vn/download/tools/incident-response-vl .Q.exe; 

C O N G H O A X A HQl C H U N G H I A VIET N A M 
Dpc lap - T y do - Hanh phuc 

Ha Noi, ngay ^0 thang /0 nam 2019 

http://remove-apt.vnpt.vn/download/tools/incident-response-vl


2. Giam sat nghiem ngat, ngan chan ket noi den cac may chu dieu khien 
ma doc APT theo danh sach trong phu luc gui kem; 

3. Sau khi thuc hien, de nghi cac don vi bao cao tinh hinh lay nhiem va 
ket qua xu ly (neu co) ve Cqc An toan thong tin trade ngay 05 thang 11 nam 
2019. 

Tren day la loai ma dpc nguy hiem. Tin tac co the danh cap thong tin, tan 
cong mang leo thang dac quyen gay ra nhieu hau qua nghiem trpng, Cue An 
toan thong tin yeu cau Lanh dao cac co quan, to chuc, doanh nghipp nghiem tuc 
thuc hien Lenh dieu phoi. 

C o quan Dieu phoi Quoc gia: 
Cue An toan thong tin 
Dia chi: Tang 5 - Toa nha 115 Tran Duy Hung - Cau Giay - Ha Npi; 
Dien thoai: 091 8228754; 
Horn thu dien tu tiep nhan bao cao: ir(a)vncert.gov.vn. 

Tran trpng./. 

Nffinh^n: 
- Nhu trgn; 
- BQ trucmg (dl b/c); 
- Thu trucmg Nguyin Th^nh Hung (d^ b/c); 
- Cyc trucmg (de b/c); 
- a c PCX (dg p/h); 
- VNCERT/CC, NCSC, CNDN, CNHCM (dl t/h); 
- Luu: VT.. 

KT.cyc T R i r d N G 



PHU LUC THONG TIN V £ DOMAIN VA IP C & C SERVER LIEN QUAN 
DEN MA DOC APT 

(kem theo cong van sd/l0fcATTT~VNCERT ngay^iJ//{Dn0l9) 
I. Danh sach cac ten mien/IP may chu dieu khien ma doc (C&C Server) 
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II. Danh sach ma bam (HashMDS) 
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